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ICT Policy

Covering Online Safety /Mobile and Smart Technology/Acceptable Usage /Procedures
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1. Introduction
This policy sets out the aims, principles, strategies and procedures for the use of Information and Communication Technology throughout Houghton Community Nursery school and Mill Hill Nursery School. 

Information and Communication Technology (ICT) is embedded in our curriculum as a tool for learning, as another language in which children can share their ideas and creations. It is also a valuable tool to allow children to experience the digital world, preparing to participate in a rapidly changing society in which work and social activities are increasingly dependent on ICT. ICT enables staff to effectively plan, prepare, assess and monitor the provision and progress of all children as well as forming an effective communication pathway between staff, parents, and the wider community through social media.  

2. What is ICT? 
ICT ‘Information and Communication technology’ is defined as anything which allows us to gain information and communicate with each other through various technologies. Within the Early Years Foundation Stage (EYFS) curriculum ICT is integrated in all areas; Personal, Social and Emotional development, Communication, Language and Literacy, Maths, Knowledge and Understanding of the World, Physical and Creative development. Most young children are growing up in a media enriched digital age which they are engaged in from an early age. Such technology plays a huge part in their lives and shapes their understanding of the world. ICT comes in many forms such as cameras, CD players/digital radios and mobile phones, laptops, PCS, and tablets. Household items such as washing machine, microwave, dishwasher and televisions, and children’s use of ‘Smart’ toys and games consoles impact on their everyday lives. ICT also includes digital communication. As a nursery, we found that Covid-19 had a huge impact on the use of digital devices as a form of communication and interaction. Children came back to nursery very familiar with digital devices such as mobile phones and tablets and understood the positive impact they had on communication during lockdown via video calling etc. We wanted to tap into these skills and enhance our provision in nursery with these tools and use them as a language to learn, a new way of communicating and sharing their ideas. With the impact of technology on daily lives it is essential that we not only support its learning holistically through our curriculum but also its effects on modern society. 

Information and Communication Technology is the use of electronic equipment, which allows users to communicate, record, capture, share, investigate or manipulate information electronically. In nursery, this might include: 
· Computers / laptops 
· Handheld devices – iPod / iPad
· Internet Access 
· E-mail 
· Keyboards
· Scanners and visualisers
· Photocopier / printer
· Digital cameras and video recorders
· Programmable equipment
· CD and Bluetooth speakers
· Calculators 
· Televisions 
· Light sources
· Digital drawing boards
· Software Apps
· Telephones  

3. Our Aims
Our aims within Houghton Community Nursery and Mill Hill Nursery School are to provide the following: 
· Develop ICT and digital learning skills, knowledge and understanding within the nursery environment and wider community 
· To use ICT and digital learning to enrich and extend understanding and as a tool to sharing ideas, thoughts and creations.
· That all children regardless of race, culture, gender, or ability have access to I.C.T resources 
· To use ICT equipment in a safe, secure, and controlled environment. 
· To use equipment which is appropriate to age and ability.
· To use social media and digital communication appropriately and effectively.

4. Use of Computers and Laptops
All Nursery Staff will require a username and password to access a login to our nursery computers. These are set up by professionals from our ICT Service Level Agreement.
Laptops can be accessed by the children when supervised in areas of our provision. Laptops are visible within our environment and can be clearly monitored of their use by practitioners working in the area. Staff are aware of the need to limit children’s access to the computer and ensure all children can access the devices with relevant support. 

Children engage with age-appropriate software, apps and learning tools which have been downloaded by school accounts.

Nursery practitioners may use the internet to search for information linked to learning. The pages / videos practitioners share are viewed by staff prior to child use. 

Staff to report any warning messages, faults, problems and queries to Sarah Richards or the Senior leadership team who will then consult with our external ICT support as appropriate.

[bookmark: _Hlk118217300]5. Digital Cameras and Recording Devices
Digital camera devices and photos are essential to supporting and recording evidence of a child’s development and as a way to engage parents/carers in the learning journey of their child. All parents are requested to sign a photo / video consent form when their child is registered with the nursery.

Nursery iPod and iPad cameras are used to record individual/group activities and nursery events. Only nursery camera devices are to be used to take images of children either on the premises or on outings. 

Photographs taken for the purpose of staff / student studies, outside agencies or promotional material will require consent by the legal guardian, this consent is sought in our parent welcome pack and again for specific purposes where necessary. 

Images taken on the camera must be deemed suitable without putting the child/children in any compromising positions that could cause embarrassment or distress. Children should also be suitably dressed.

Under no circumstances must a camera of any kind be used in the bathroom or nappy changing areas. Cameras and recording equipment should only be used where two or more staff members are present on site and not in areas where intimate care is carried out. 

All staff members are responsible for the location of their camera device and should be locked and stored when not in use. All devices are password or pin protected. 

We use professional photographers for individual and group pictures at times. Consent is requested prior to the photographic session. Photographers are to be treated as any other visitor on the premises and as such appropriate levels of identification and supervision will be in place at all times.

Parent/Carers/Families are requested to take only photographs/videos of their child when attending nursery events unless otherwise stated at the event by nursery leaders. In the case of a nursery event or production where parents are permitted to take photos of their own children, we advise against the publication of any photos on a personal social networking site. Parents / Carers are requested not to post any images of other children without prior consent on social media sites. 

6. E- Safety 
Nursery senior leaders and staff are responsible for ensuring that I.C.T equipment is used only for the intended purpose. 

All computers/laptops have suitable virus protection and firewall filtering from Sunderland city council. 
All children accessing, I.C.T equipment within the nurseries will be supervised by a member of staff 

Online videos  and websites will be shared as educational resources only after a member of staff has accessed them first and viewed its contents. Internet roaming by staff will not be in the presence of children. 

Computer software and Apps are only downloaded by staff. Downloads are initiated from nursery email / iTunes accounts only and are password protected. All apps and software programs are age appropriate and are considered in advance.  

Nursery staff regularly talk to children about safe use of digital devices and the internet and the dangers that could arise. A number of story books are available for children in nursery to highlight issues and dangers of online browsing, downloading, communicating, and interacting such as ‘Old Macdonald had a phone’ and ‘Once upon a time online.’

E-Safety information is provided to Parents and Carers to help support the appropriate use of digital devices and screen time limits at home. Any YouTube links sent to parents to share songs / stories are sent with advice on supervising children whilst watching videos online. We highlight the dangers of pop-ups and  auto-playing videos which may not be age appropriate.

7. Storage of Information 
Storage of information relating to a child or family is on the Sunderland City Council One Drive which is password protected. Any information stored on nursery devices are also password / pin protected. Information storage is in line with the recommend time of Data Protection (GDPR 2018), Safeguarding and Child protection and Human Resources guidelines. 

Photos or videos of children are stored only on nursery computer / laptop or staff iPod / iPad which are all password / pin protected. Staff will regularly delete images when they are no longer required or when the child has left nursery. 

8. Internet Access 
Houghton Community Nursery and Mill Hill Nursery School devices are installed with filters to block inappropriate material or sites that are not deemed appropriate. if the Internet is to be used for a learning opportunity, staff will view the site before children are able to view or engage with the learning.

Staff requiring to use the internet for personal use should access the computers in the staff room only and within break time and should adhere to this ICT policy at all times. Sunderland City Council monitor internet access on site and the Head teacher is able to request information regarding an individuals’ internet history if there is suspicion of inappropriate use. Senior leaders can prevent staff access to computers if using the internet for personal use during working hours. 

9. Emails 
The provision of a Sunderland schools e-mail address is for business use only. Access to personal email should be with the nursery staff room computers only and must be logged out after use, no personal details should be stored on devices. 

Sunderland council holds the rights to monitor employee’s internet and e-mail use to ensure its compliance with the policy. 

Group emails to parents should not display individual email addresses for all recipients, BCC should be used to keep email addresses private. 

9a. Fair use and wellbeing
Staff email communication should aim to be sent between the hours of 8am and 6pm. This is encouraged to foster a better work-life balance and to encourage senders think more carefully about the emails they are sending out of working hours, is it necessary? Can it be saved in a draft until working hours resume? Where an email is sent out of working hours, staff are not required to read or respond to it until the following working day. This also applies to staff group messages via channels such as What’s app and parent messaging via Seesaw.

10. Houghton Community Nursery and Mill Hill Nursery School website:

10a. Website Child Protection Policy
Houghton Community Nursery and Mill Hill Nursery School operates the following policy on its website regarding the use of photographs and content, to ensure the privacy and safety of children at the school:
· Unless prior permission has been sought directly with parents - Where children are named, only their first names are given unless permission is given by the parent for the family name to be included. Where a child is so named, no photograph of that child is shown. Where a photograph is used which shows a number of children, no names are displayed.
· No private information about children is ever published on the website
By observing these points, Houghton Community Nursery and Mill Hill Nursery School ensures that visitors to the website cannot link images of children to names of children. When choosing photographs for the website, the school is mindful of the way children may appear in them and will not include images which are in any way inappropriate, such as close-up portrait shots of individual children.
Also, please note that if parents/carers send email messages to school, using the Contact Us email form, any personal details, including the email address are removed before being added to our message board.

10b. Weblinks statement
Houghton Community Nursery and Mill Hill Nursery School website includes links to external sites. Such resources are owned by their respective copyrights, and we do not lay claim to any material externally produced. Nor do we have responsibility for content on linked sites. These links are checked regularly for appropriateness and continuity. If you find any materials which concern you, please inform us immediately. Should the owner of externally produced material 	object to a link, the link will be removed immediately.

10c. Cookies statement
Use of Cookies. Cookies are small pieces of information temporarily stored on your computer’s hard drive or 	memory. For staff who register using the logon form registration form under Home, the website will retain your logon username, password, and email address. Otherwise, the cookies we use do not contain personally identifiable information and are only used to improve your experience when browsing our website by indicating to visitors which pages have been viewed.
Most browsers allow you to refuse to accept cookies. This will, however, have a negative impact upon the usability of many websites. Please note that cookies can’t harm your computer and the cookies we create don’t store any information that could personally identify you.

The website contains links to other websites. We are not responsible for the privacy policies of third-party websites. Our school is not responsible for the cookies or privacy statements or other content on external 	websites which may be accessed by the links from within our school site.

10d. Use of your Personal Information
Our school website does not sell, or otherwise provide, any user information to third parties.

11 Social Media

11a. Nursery Accounts
The aim of our Instagram page is to share our pedagogy and environment with our nursery community and wider early years professionals.

Our YouTube account is used to share videos of learning / pedagogy/ environment / seasonal activities. Some 	videos may be unlisted meaning only people with the link can view them. We will always seek permission from parents for public videos.

There should always be more than one staff member who has access to each social media account.

Parents are asked to contact nursery directly if needed by telephone / email rather than via our social media pages. 

Inline with the website policy statements above, our Facebook, Instagram and YouTube accounts will not share photos of children unless individual permission has been sought from parents for certain occasions. 

11b. Personal Social Networking Accounts

Staff should not comment on content on nursery social media pages using their own personal accounts. Staff are able to appropriately share public nursery posts to their own private pages.

Personal Social Networking activities such as Facebook, Twitter, Personal Blogs or images or comments on YouTube, Instagram, TikTok and Snapchat can have a negative effect on an organisations’ reputation or image. In 	addition, Sunderland council and Houghton Community Nursery and Mill Hill Nursery School is firmly committed to safeguarding children in all aspects of the nursery. Everyone employed has the responsibility to ensure they protect the reputation of the nursery and the organisation and to treat colleagues and members of the nursery with respect and professionalism at all times. 

Staff are not permitted to access personal social networking sites during working hours on nursery devices. Staff should not discuss the nurseries, staff, children, or the organisation on their personal media sites. There must be no pictures of the nurseries, children, or staff (unless permission by individual staff is received) on personal social media sites. 

If any staff members have parents / carers as friends on their social media site they should not discuss the nursery, work colleagues or children. If there is a need to talk about a child and you are friends with the parents then such discussions should be conducted in a professional manner within nursery.

12. Parent Communication App – Seesaw
Seesaw is the family app we use for our online communication. Family members can download the Seesaw app to keep up to date with any messages and updates and to see learning that has taken place under their child’s journal section. 

All main nursery staff have access to Seesaw on nursery devices and is protected by username and password. 
Group announcement messages are sent out to all family members in each family group (key worker group). Parents are informed on sign up that if they reply or send any messages to us, they will come to main nursery staff, other parents cannot see the messages. Parents can choose whether they ‘like’ or ‘comment’ on whole group posts which are seen by all family members. Parents can consent to photos being sent on Seesaw within the school admission pack.
Parents are informed that the messaging section of the app should not be used for things such as attendance / medical / changes to pick-ups etc. and are directed to the office as main point of contact for these things or by speaking face to face to members of staff where possible. Family members are informed that staff are not always able read or reply to messages whilst the children are in nursery and will try to reply as soon as possible after home time. Staff may not always be able to reply on Seesaw outside the nursery hours of 8.00am-6.00pm. 

Seesaw Messages Code of Conduct – all participants including staff and family members should adhere to the code of conduct outlined below:

Be respectful and appropriate - Profanity, bullying, harassment, violence, and explicit content are not allowed. Carefully consider the content of your messages before sending them. Note that administrators can view all messages within their school community, and conversation owners can also remove inappropriate messages and participants from conversations. Professional conduct is inclusive of communication with parents via seesaw. There is an expectation that communication via the seesaw platform remains professional and centred around the care and education of the child. The use of emoji's and x's on messages are not appropriate nor considered professional, therefore could all members of staff ensure they are not used. 
Messages should be centred around education - Seesaw Messages should be used to support student learning and achievement, and features are intended for educational purposes only. 
Messages should be sent thoughtfully - Messages should be relevant and valuable for recipients, and spamming participants is not allowed. Consider the frequency and content of messages sent, especially to large groups. If you find that a topic is not relevant to the entire class, creating a smaller group conversation or individual message is encouraged.

Nursery leaders will monitor messages; however, it is the responsibility of all staff to ensure the policy is adhered to by all participants. If it is found that someone has violated this code of conduct, a senior leader should be informed. Seesaw reserves the right to remove inappropriate content and close accounts that violate the Code of Conduct or their Terms of Service (found online).

13. Television 
Nursery do not have access to television channels, but we do use a television as a screen linked to a laptop. Though we recognise that viewing age-appropriate programmes and DVD’s can extend a child’s experiences and increase their understanding of the world we also acknowledge this can impact on their communication and language development and social interaction. The television within the nursery routine is used to enhance learning within the digital atelier, this includes screen mirroring from devices, accessing the internet and sharing videos – all with adult supervision. The television will be very occasionally used to watch something as a whole school reward, often at the end of a term / Christmas etc. All programmes / films are age related and have relevant viewing permissions.

14. Personal Mobile Devices
Houghton Community Nursery and Mill Hill Nursery School recognise that mobile phones and smart watches are a part of everyday life for Parents, Carers and Staff. This policy is part of our commitment to safeguarding the welfare of children in our care and provide an environment where staff aren’t distracted from their work with children and any use of electronic devices are used appropriately.

14a. Mobile Phones 
We recognise that staff, parent/carers, visitors, and contractors accessing our premises will be in possession of a Mobile Phone device, to minimise any risk of to the welfare and safety of our children we will endeavour to ensure that staff, volunteers, or outside professionals working directly with children must not access mobile phones in areas where children are permitted both indoors and outdoors. 

During the induction period to the setting all staff, volunteers and students are explained the use of a mobile phone is not permitted at any time and is only permitted during their breaks in areas which are not accessed by children. 

Within our nursery there are numerous landline telephones which should be used if anyone needs to use the phone. 

Staff and volunteers to keep mobile phones in cloak/staffroom areas. Phones calls to be taken during their breaks in designated areas i.e. staff room areas or nursery office 

If staff have a personal emergency, they are free to use the nursery’s telephone or to use their mobile phone in 	the designated area after consultation with senior leaders. If any staff member has a family emergency or similar and required their mobile phone to hand, prior permission must be sought from senior leaders and the phone must be kept visible for other staff members. 

Phones are not to be used for photographic images of children or of displays with visible children. 

Parents should not use their phone when in nursery premises and are encouraged to not to access their phone during discussion with staff / children on site. 

In circumstances such as outings and off-site visits, staff will agree with senior leaders the appropriate use of personal mobile phones in the event of an emergency. 

It is the responsibility of all members of staff to be vigilant and report any concerns regarding mobile phone use. Where there is a suspicion that the material on a mobile phone may be unsuitable and may constitute evidence relating to a criminal offence, the allegation process will be followed (please refer to the ‘Safeguarding and Child Protection Policy’). 

Staff, students, or volunteers remain responsible for their own property and will bear the responsibility of any losses. 

14b. Smart Watches 
We recognise that there are many health benefits for the use of smart watches such as counting steps and heart rate. To ensure the safe wearing of Smart Watches staff must understand they may not use their watch to receive calls or check messages whilst supervising children in nursery time as this creates distraction and potential dangers, this feature should not be activated during nursery time.

Staff should not use their Smart Watch to access or take photos or videos whilst on nursery premises (indoors or outdoors) and whilst on local trips/outings. Senior leaders reserve the rights to request the removal of a Smart Watch. All staff should be vigilant regarding the safe use of smart watches and report any concerns to senior leaders. 


15. Approval and Review

	Action 
	Date
	Persons Involved
	Role

	Next Review
	September 2025
	Sarah Dixon-Jones 
	Head teacher

	Reviewed
	September 2025
	[bookmark: _GoBack]Sarah Dixon-Jones
	Teacher/Head Teacher
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